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Course Content 
 
Course Description:  
In this course, you will be prepared to conduct audits of information security management systems 
("ISMS") to ensure that they meet ISO/IEC 27001 standards in any organization. 
 
ISMS ISO/IEC 27001 Audit Methodology: 
Planning 
Control Evaluation 
Substantive Testing 
Completion 
 
The C)ISMS-LA is perfect for those looking to perform an internal or external ISMS 1S0/IEC 27001 
audit. 
 
Course Objectives: 
Upon successful completion of this course students will be able to: 
• Competently take the C)ISMS-LA exam 
• Acquire the necessary knowledge to manage an ISMS audit 
 
Prerequisites: 
• Experience with Information Systems 
• Interest in Auditing 
 
Target Audience: 
• Internal Auditor 
• IT Auditor and Lead 
• Auditor 
• It Consultant 
• Chief Information Officer 
• Security Consultant 
 
Topics: 
 
Lesson 1: Lead Auditor Intro 
 
Lesson 2: The ISO/27001:2013 
 
 

Lesson 3: Information Security and Key Controls 
 
Lesson 4: Risk Management 
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Lesson 5: Risk Treatment 
 
Lesson 6: Audits and Auditors 
 
Lesson 7: Auditing the Information Security 
Management System 
 
Lesson 8: Planning and Conducting an Audit 
 

 

 

 

 

 

 

 

 

 

 

  

 

Accreditations:  
 
 

 
 
 
 
 
 
 
 
 
 
 
 

Register for this class by visiting us at: 
www.tcworkshop.com or calling us at 800-639-3535 
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