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Course Content 
 
Course Description:  
In this course, you will be prepared to conduct audits of information security management systems 
("ISMS") to ensure that they meet ISO/IEC 27001 standards in any organization. 
 
ISMS ISO/IEC 27001 Audit Methodology: 
Planning 
Control Evaluation 
Substantive Testing 
Completion 
 
The C)ISMS-LI is perfect for those looking to implement a ISMS 1S0/IEC 27001 system. 
 
Course Objectives: 
Upon successful completion of this course students will be able to: 
• Competently take the C)ISMS-LI exam 
• Acquire the necessary knowledge to implement an ISMS 
 
Prerequisites: 
• Experience with Information Systems 
• Interest in Auditing 
 
Target Audience: 
• IS Security Officer 
• IS Mangers 
• Risk Managers 
• Auditors 
• IS Control Assessors 
• System Managers 
 
Topics: 
 
Lesson 1: Introduction to IT Security 
 
Lesson 2: Risk Management 
 
Lesson 3: Understanding of Cryptography 
 

Lesson 4: Understanding Identity and Access 
Management 
 
Lesson 5: Managing Data Security 
 
Lesson 6: Managing Network Security 
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Lesson 7: Managing Server/Host Security & 
Scanning 
 
Lesson 8: Application Security for Non-
Developers 
 
Lesson 9: Understanding Mobile Device Security 
(IoT) 
 
Lesson 10: Managing Day-to-Day Security 
 
Lesson 11: Understanding Compliance and 
Auditing 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Accreditations:  
 
 

 
 
 
 
 
 
 
 
 

Register for this class by visiting us at: 
www.tcworkshop.com or calling us at 800-639-3535 
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