C)CSO: Certified Cloud Security Officer On-

Demand

Course ID #: 7000-1012-2Z-Z
Hours: 35
Delivery Method: Group Internet Based

Course Content

Description:

In today’s rapidly evolving digital landscape, cloud adoption is no longer optional, it’s mission
critical. But with great agility comes complex risk. The C)CSO course is your comprehensive path to
mastering cloud security from both a strategic and technical perspective.

This On-Demand course will provide you something you will not find in other class! The Cloud is
being widely adopted today for a diverse set of reasons. However, many are finding that security in
the cloud is a huge challenge. The C)CSO looks to fill the gap in cloud security education and give
you the skills you need to develop strong cloud security.

What makes this course powerful is the pairing of knowledge from leading cloud security authorities,
with practical lab exercises. You will leave the course with a solid understanding of the cloud stack
having been introduced to many technologies used in the cloud. Whether you are implementing
private cloud architecture or managing solutions from various vendors, this course is for you.

Included in your On-Demand Course:
One Year Online Course Access
Videos

Workbook

Lab Guide

Cyber Range Access (2 Weeks)
Exam Prep Guide

Practice Quiz

Certification Exam (2 Attempts)

Prerequisites:

¢ 12 months experience with virtualization technology or equivalent knowledge.
¢ General understanding of cloud architectures

e Minimum 12 months experience with general security

Target Audience:

e Security Managers and CISOs e System Administrators
e IT Directors and Architects e Security Analysts
¢ Cloud Engineers and DevOps e Audit and Risk Professionals

¢ GRC Analysts and Compliance
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Topics:
Cloud Computing and Architectural Concepts Design Fundamentals
¢ Cloud Computing Definitions and ¢ Introduction to Cloud Design Principles

Characteristics e Traditional Cloud Architectures
¢ Cloud Roles and Responsibilities e Distributed & Modular Cloud Designs
¢ Cloud Security Concepts e Serverless Architectures
¢ Cloud Models and Reference Architecture e Containerized Architectures
e Applicable Standards for Cloud Adoption e Edge and Fog Computing
e Applicability to the Business e Hybrid and Multi-Cloud Architectures

e Identity-Driven and Zero Trust Architectures
Fundamental Technologies to Cloud Computing * Design Patterns by Use Case
e Virtualization
e Storage Virtualization Encryption Capabilities and Key Management
e Network Virtualization e Strategic Importance of Encryption and Key
e Database Management
¢ Orchestration e Advanced Encryption and Key Management
Concepts

Enterprise Risk Management and Governance ¢ Data at Rest Encryption
¢ Introduction to Enterprise Risk Management e Data in Transit Encryption

(ERM) & Governance e Data in Use & Confidential Computing
e Cloud Governance Frameworks e Advanced Key Management in the Cloud
e Cloud Risk Management & Compliance e Implementation Best Practices and Optimization
e Cloud Policy Development ¢ Risks, Challenges, and Advanced Mitigation
e Contracts & Cloud Service Agreements * Regulatory Compliance and Governance
¢ Governance Best Practices & Implementation e Future Trends and Innovations

Strategies
Data Security and Classification
Cloud Risks e Data Lifecycle in the Cloud
e What is Cloud Risk? Cloud Data Security Architectures

o Core Categories of Cloud Risk Data Discovery and Classification
2024) Information Rights Management and Policy
¢ Conducting a Cloud Risk Assessment Enforcement
e Real-World Risk Assessment Data Retention, Deletion, and Archival
e Data Event Accountability and Auditability

www.tcworkshop.com Pages 2 of 4 800.639.3535




Identity, Entitlement and Access Management

e Introduction to Cloud IAM and Entitlements

¢ Identity Types and Attributes in the Cloud

¢ Cloud IAM Models and Architectures

¢ Entitlement Management and Access

Governance

IAM Threats and Misconfiguration Risks

¢ Identity-Centric Security Controls and
Monitoring

e JAM Strategy and Best Practices

Application Security

e Application Security in the Cloud

e Secure Software Development Lifecycle (Secure
SDLC)

e Identity Integration for Applications

¢ Containers & Kubernetes Security

¢ Cloud Application Vulnerabilities, Threats, and
Risks

e Application Security Controls and Validation

e Software Assurance and Supply Chain Security

C)CSO: Certified Cloud Security Officer On-

Demand
Course ID #;: 7000-1012-ZZ-Z
Hours: 35

Delivery Method: Group Internet Based

Cloud Security Operations Management

Operational Foundations in the Cloud
Monitoring, Logging, and Observability in
Cloud Environments

Automation and Orchestration of Security
Operations

Security Communication and Collaboration
AI/ML in Cloud Security Operations

Metrics, Maturity, and Optimization of Cloud
SecOps

Business Continuity, Disaster Recovery and
Incident Response

Foundations of BCDR and Incident Response
Cloud-Specific BCDR Considerations

Incident Response in Cloud Environments
Resilience and Automation

Testing, Drills, and Compliance Requirements
Real-World Cloud Disruptions and Response
Lessons

Legal, Auditing and Compliance Responsibilities

Cloud-Specific Legal Considerations

Global Cloud Laws and Regulations
Contractual and SLA Considerations
Compliance Frameworks and Industry
Standards

Auditing Cloud Environments

Legal Incident Response and E-Discovery in the
Cloud

Emerging Legal Trends and Regulatory Horizon

Register for this class by visiting us at:
www.tcworkshop.com or by calling us at 800-639-3535
NASBA CPE details are provided on the following pages.
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NASBA Information

Level: Advanced

Advanced Preparation:

Attendance Requirement: To be awarded the full credit hours, you must sign in and attend the entire course.
Recommended Field(s) of Study:

Recommended CPEs: 39.00

Policies: Course Registration, Cancellation, Refund, and Complaint Resolution
For more information regarding administrative policies such as complaint and program cancellation policies,
please contact our offices at 800-639-3535 or visit us at: www.tcworkshop.com

Official National Registry Statement:

The Computer Workshop is registered with the National Association of State Boards of Accountancy (NASBA)
as a sponsor of continuing professional education on the National Registry of CPE Sponsors. State boards of
accountancy have final authority on the acceptance of individual courses for CPE credits. Complaints
regarding registered sponsors may be submitted to the National Registry of CPE Sponsors through its website:
www.nasbaregistry.org

NOTE: Since our information is in multiple places on our website or in PDF format that is sent to clients, we
have provided our normal course content with the NASBA Information added along with links to our policy
page on the web. We will add our name to the Official National Registry Statement after we are approved.
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