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Course Content 

Description:  
This course provides students with the knowledge and skills to administer a SQL Server database 

infrastructure for cloud, on-premises and hybrid relational databases and who work with the 

Microsoft PaaS relational database offerings. Additionally, it will be of use to individuals who 

develop applications that deliver content from SQL-based relational databases. 

Prerequisites: 
None 

Target Audience: 
The audience for this course is data professionals managing data and databases who want to learn 

about administering the data platform technologies that are available on Microsoft Azure. This course 

is also valuable for data architects and application developers who need to understand what 

technologies are available for the data platform with Azure and how to work with those technologies 

through applications. 

Topics: 

Plan and implement data platform 

resources 
Prepare to maintain SQL Server-based databases 

on Azure 

• Introduction
• Describe Microsoft Intelligent Data Platform

roles
• Understand SQL Server in an Azure virtual

machine
• Design Azure SQL Database for cloud-native

applications
• Explore Azure SQL Managed Instance
• Module assessment
• Summary

Deploy IaaS solutions with Azure SQL 

• Introduction
• Explain IaaS options to deploy SQL Server in

Azure
• Understand hybrid scenarios
• Explore performance and security
• Explain high availability and disaster recovery

options
• Exercise: Provision a SQL Server on an Azure

Virtual Machine
• Module assessment
• Summary
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Deploy PaaS solutions with Azure SQL 

• Introduction
• Explain PaaS options for deploying SQL Server

in Azure
• Explore single SQL database
• Deploy SQL database elastic pool
• Understand SQL database hyperscale
• Examine SQL managed instance
• Exercise: Deploy an Azure SQL Database
• Module assessment
• Summary

Migrate SQL Server workloads to Azure SQL 

Database 

• Introduction
• Choose the right Azure SQL Database feature
• Use Azure Database Migration Service to

migrate to Azure SQL Database
• Migrate to Azure SQL Database using BACPAC
• Use an online method to migrate to Azure SQL

Database
• Move data to Azure SQL Database
• Exercise - Migrate a SQL Server database to

Azure SQL Database
• Module assessment
• Summary

Migrate SQL Server workloads to Azure SQL 

Managed Instance 

• Introduction
• Evaluate migration scenarios
• Migrate using Azure Arc
• Use Log Replay Service (LRS) to migrate
• Migrate using Managed Instance link
• Move data to SQL Managed Instance
• Exercise - Migrate a SQL Server database to

Azure SQL Managed Instance
• Module assessment
• Summary

Implement a secure environment for 

a database service 
Configure database authentication and 

authorization 

• Introduction
• Describe authentication and identities
• Describe Security Principals
• Describe database and object permissions
• Identify authentication and authorization

failures
• Exercise: Authorize Access to Azure SQL

Database with Microsoft Entra ID
• Module assessment
• Summary

Protect data in-transit and at rest 

• Introduction
• Explore Transparent Data Encryption
• Configure server and database firewall rules
• Explain object encryption and secure enclaves
• Enable encrypted connections
• Describe SQL injection
• Understand Azure Key Vault
• Exercise: Configure a server-based firewall rule

using the Azure portal
• Module assessment
• Summary
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Implement compliance controls for sensitive 

data 

• Introduction
• Explore data classification
• Explore server and database audit
• Implement Dynamic Data Masking
• Implement Row Level security
• Understand Microsoft Defender for SQL
• Explore Ledger
• Implement Microsoft Purview
• Exercise: Enable Microsoft Defender for SQL

and Data Classification
• Module assessment
• Summary

Monitor and optimize operational 

resources in Azure SQL 
Describe performance monitoring 

• Introduction
• Describe performance monitoring tools
• Describe critical performance metrics
• Establish baseline metrics
• Explore extended events
• Describe database watcher (preview)
• Explore Query Performance Insight
• Exercise: Isolate problems with monitoring
• Module assessment
• Summary

Configure SQL Server resources for optimal 

performance 

• Introduction
• Explain how to optimize Azure storage for SQL

Server virtual machines
• Describe virtual machine resizing
• Optimize database storage
• Control SQL Server resources
• Module assessment
• Summary

Configure databases for optimal performance 

• Introduction
• Explore database maintenance checks
• Describe database scoped configuration options
• Describe automatic tuning
• Describe intelligent query processing
• Exercise: Detect and correct fragmentation

issues
• Module assessment
• Summary



 DP-300T00: Implement scalable database 

solutions using Azure SQL 
Course ID #: 7000-374-ZZ-Z 

Hours: 28 

Delivery Method: Group Internet Based 

www.tcworkshop.com Pages 4 of 5 800.639.3535 

Optimize query performance in 

Azure SQL 
Explore query performance optimization 

• Introduction
• Understand query plans
• Explain estimated and actual query plans
• Describe dynamic management views and

functions
• Explore Query Store
• Identify problematic query plans
• Describe blocking and locking
• Exercise: Identify and resolve blocking issues
• Module assessment
• Summary

Explore performance-based database design 

• Introduction
• Describe normalization
• Choose appropriate data types
• Design indexes
• Exercise: Identify database design issues
• Module assessment
• Summary

Evaluate performance improvements 

• Introduction
• Describe wait statistics
• Tune and maintain indexes
• Understand query hints
• Explore performance scenarios
• Exercise: Isolate problem areas in poorly

performing queries
• Module assessment
• Summary

Automate database tasks for 

Azure SQL 
Automate database deployment 

• Introduction
• Describe deployment models in Azure
• Automate deployment by using Azure Resource

Manager templates and Bicep
• Automate deployment by using PowerShell
• Automate deployment by using Azure CLI
• Exercise: Deploy an Azure SQL Database using

an Azure Resource Manager template
• Module assessment
• Summary

Create and manage SQL Agent jobs

• Introduction
• Create a SQL Server maintenance plan
• Describe task status notifications
• Knowledge check
• Exercise: Create a CPU status alert for a SQL

Server
• Summary

Manage Azure PaaS tasks using automation 

• Introduction
• Explore Elastic jobs
• Understand Azure Automation
• Build an automation runbook
• Automate database workflows by using Logic

Apps
• Monitor automated tasks
• Exercise: Deploy an automation runbook to

automatically rebuild indexes
• Module assessment
• Summary

Register for this class by visiting us at: 

www.tcworkshop.com or by calling us at 800-639-3535 

NASBA CPE details are provided on the following pages. 

http://www.tcworkshop.com/
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NASBA Information 
Level: Intermediate 

Advanced Preparation:  

Attendance Requirement: To be awarded the full credit hours, you must sign in and attend the entire course. 

Recommended Field(s) of Study:  Computer Software & Applications
Recommended CPEs: 31.20 

Policies: Course Registration, Cancellation, Refund, and Complaint Resolution 

For more information regarding administrative policies such as complaint and program cancellation policies, 

please contact our offices at 800-639-3535 or visit us at: www.tcworkshop.com 

Official National Registry Statement:  
The Computer Workshop is registered with the National Association of State Boards of Accountancy (NASBA) 
as a sponsor of continuing professional education on the National Registry of CPE Sponsors. State boards of 
accountancy have final authority on the acceptance of individual courses for CPE credits. Complaints 
regarding registered sponsors may be submitted to the National Registry of CPE Sponsors through its website: 
www.nasbaregistry.org 

NOTE:  Since our information is in multiple places on our website or in PDF format that is sent to clients, we 

have provided our normal course content with the NASBA Information added along with links to our policy 

page on the web.  We will add our name to the Official National Registry Statement after we are approved. 

http://www.tcworkshop.com/
http://www.nasbaregistry.org/

