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Course Content 
 
Description:  
In this course, you will cover: The Information Security Administrator course equips you with the 
skills needed to plan and implement information security for sensitive data using Microsoft Purview 
and related services. The course covers essential topics such as information protection, data loss 
prevention (DLP), retention, and insider risk management. You learn how to protect data within 
Microsoft 365 collaboration environments from internal and external threats. Additionally, you learn 
how to manage security alerts and respond to incidents by investigating activities, responding to DLP 
alerts, and managing insider risk cases. You also learn how to protect data used by AI services within 
Microsoft environments and implement controls to safeguard content in these environments. 
 
Target Audience: 
Administrators, Information Protection and Compliance Administrator, Risk Practitioner 
 
Topics: 
 
Lesson 1: Implement Microsoft Purview 
Information Protection 
• Protect sensitive data in a digital world 
• Classify data for protection and governance 
• Review and analyze data classification and 

protection 
• Create and manage sensitive information types 
• Create and configure sensitivity labels with 

Microsoft Purview 
• Apply sensitivity labels for data protection 
• Classify and protect on-premises data with 

Microsoft Purview 
• Understand Microsoft 365 encryption 
• Protect email with Microsoft Purview Message 

Encryption 
 

 
Lesson 2: Implement and manage Microsoft 
Purview Data Loss Prevention 
• Prevent data loss in Microsoft Purview 
• Implement endpoint data loss prevention (DLP) 

with Microsoft Purview 
• Configure DLP policies for Microsoft Defender 

for Cloud Apps and Power Platform 
• Investigate and respond to Microsoft Purview 

Data Loss Prevention alerts 
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Lesson 3: Implement and manage Microsoft 
Purview Insider Risk Management 
• Understand Microsoft Purview Insider Risk 

Management 
• Prepare for Microsoft Purview Insider Risk 

Management 
• Create and manage Insider Risk Management 

policies 
• Investigate insider risk alerts and related 

activity 
• Implement Adaptive Protection in Insider Risk 

Management 
 
Lesson 4: Protect data in AI environments with 
Microsoft Purview 
• Discover AI interactions with Microsoft Purview 
• Protect sensitive data from AI-related risks 
• Govern AI usage with Microsoft Purview 
• Assess and mitigate AI risks with Microsoft 

Purview 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
Register for this class by visiting us at: 

www.tcworkshop.com or by calling us at 800-639-3535 

http://www.tcworkshop.com/
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NASBA Information 
 
Attendance Requirement: To be awarded the full credit hours, you must sign in and attend the entire course. 
Recommended Field(s) of Study:  
Recommended CPEs: 31.20 
 
Policies: Course Registration, Cancellation, Refund, and Complaint Resolution 
For more information regarding administrative policies such as complaint and program cancellation policies, 
please contact our offices at 800-639-3535 or visit us at: www.tcworkshop.com 

 
Official National Registry Statement:  
The Computer Workshop is registered with the National Association of State Boards of Accountancy (NASBA) 
as a sponsor of continuing professional education on the National Registry of CPE Sponsors. State boards of 
accountancy have final authority on the acceptance of individual courses for CPE credits. Complaints 
regarding registered sponsors may be submitted to the National Registry of CPE Sponsors through its website: 
www.nasbaregistry.org 
 
NOTE:  Since our information is in multiple places on our website or in PDF format that is sent to clients, we 
have provided our normal course content with the NASBA Information added along with links to our policy 
page on the web.  We will add our name to the Official National Registry Statement after we are approved. 
 

http://www.tcworkshop.com/
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