SC-5009: Secure Al solutions in the cloud using

Microsoft Defender for Cloud and Microsoft Entra

Course |ID #: 7000-1169-72Z-7
Hours: 7

Course Content

Course Description:

Secure Al solutions in the cloud by configuring Al workloads, applying cloud-native protections, and
reinforcing security outcomes with identity controls. Learn how AI workloads authenticate, how
trust boundaries are established, and how security posture and workload protection reduce risk
using Microsoft Defender for Cloud and Microsoft Foundry. Extend these protections by using
Microsoft Entra to design and apply identity and access controls that explain and harden earlier
security decisions.

Course Objectives:

Upon successful completion of this course, students will be able to:

e Implement security posture management for AI workloads using Microsoft Defender for Cloud
e Enable and configure Cloud Workload Protection to detect runtime threats in Al environments
e Secure Microsoft Foundry environments using built-in guardrails and safety controls

e Design and enforce identity and access management using Microsoft Entra

e Investigate and respond to Al-related security incidents using Microsoft Defender XDR

Prerequisites:
e Basic understanding of cloud computing concepts
e Familiarity with Azure fundamentals

Target Audience:
e Cloud Engineer

e Al Engineer

e Platform Engineer
e Security Engineer
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SC-5009: Secure Al solutions in the cloud using

Microsoft Defender for Cloud and Microsoft Entra
Course ID #; 7000-1169-ZZ-Z

Hours: 7
Topics:
Lesson 1: Al Security & Governance with Lesson 3: Configure and Manage Guardrails in
Microsoft Defender for Cloud Microsoft Foundry
e Introduction e Introduction
e Understand Al services in Azure e Understand guardrails and Microsoft Content
e Understand Al security risks in Azure Safety
e Al guardrails and protections in Azure e Understand safety controls in Microsoft
e How Azure security and governance tools Foundry
support Al workloads e Try out built-in guardrails
¢ Create and manage blocklists in Microsoft
Foundry
Lesson 2: Protect Al Workloads with Microsoft e Configure and apply guardrails in Microsoft
Defender for Cloud Foundry
e Introduction e Choose and refine the right guardrails for your
e Enable the Al workloads plan Al ' workloads
¢ Review insights in the Data & Al security
dashboard
e Assess and improve Al security posture with Lesson 4: Secure Microsoft Foundry
Cloud Security Posture Management (CSPM) Environments
e Detect Al threats at runtime with Cloud ¢ Introduction
Workload Protection (CWP) ¢ Control access to Microsoft Foundry with
o Investigate Al security alerts with prompt Microsoft Entra ID
evidence in Microsoft Defender XDR e Manage access within Microsoft Foundry
projects

e Secure Microsoft Foundry secrets with Azure
Key Vault (preview)

¢ Isolate networks with managed virtual network
and Private Link

¢ Enable diagnostic logging in Microsoft Foundry

Register for this class by visiting us at:
www.tcworkshop.com or calling us at 800-639-3535
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SC-5009: Secure Al solutions in the cloud using

Microsoft Defender for Cloud and Microsoft Entra
Course ID #: 7000-1169-ZZ-Z
Hours: 7

NASBA Information

Level: Intermediate

Attendance Requirement: To be awarded the full credit hours, you must sign in and attend the entire course.
Fields: Computer Software & Applications

CPEs: 7.80

Policies: Course Registration, Cancellation, Refund and Complaint Resolution
For more information regarding administrative policies such as complaint and refund, please contact our
offices at 800-639-3535 or visit us at: www.tcworkshop.com

Official National Registry Statement:

The Computer Workshop is registered with the National Association of State Boards of Accountancy
(NASBA) as a sponsor of continuing professional education on the National Registry of CPE
Sponsors. State boards of accountancy have final authority on the acceptance of individual courses
for CPE credits. Complaints regarding registered sponsors may be submitted to the National Registry
of CPE Sponsors through its website: www.nasbaregistry.org

NOTE: Since our information is in multiple places on our web site or in PDF format that is sent to clients, we
have provided our normal course content with the NASBA Information added along with links to our policy
page on the web. We will add our name to the Official National Registry Statement after we are approved.
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